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Ahstract

Snort & an open sounce, lightweight and widely used intrusion detection system. The detection rules are the core of Snort's
detection capabilities. Snort captures and checks in real time whether the data packets meet the traffic charactenstics described by
acerain detection rule and riggers an alarm if it matches, Due to the msufficient packet capture capability and the performance
defieots of the detoction engine module of Snort. It is difficult to process all amving data packets in real tme when Snort uses a
large number of detection rules to process high-speed network traffic. And then it resulis m a igh false negative mte. In this
paper, we first analyzed the architecture of Snont and proposes that the key to reducing the false negative rate under high-speed
network: traffic 15 to improve Snort’s packet capture capability and the performance of the detection engine module. In order to
improve the performance of packet capture module of Snort, we design and implement the Snort DAL module hased on the hugh-
perfrmance packet processing framework DPDE. The high-performance regular engine Hyperscan is integrated into Snort in
order to optimize detection engine module. Experiments show that Snort's packet capture capability and the detection rate of
malicious taffic under high-speed network traffic have been greatly improved affer optimeation,

& 2021 The Authors. Published by Elsevier BY,
This is an open access article under the COC BY-NC-ND license { http:/fcreativecommaons. o/ icensesfhy-ne-nd/4. (V)
Peer-review under responsibility of the scientific commitiee of the 10th International Conference of Information and Communication
Technology.
Keywords: Intnsion Detection Syadem; Snon; DPDE; Hyperscan;

1. Introduction

With the rapid development of Internet technology, the network has penetrated into all seclors of society.
However, due to the openness of the network, varous security incidents occur frequently and the methods of attacks
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are diverse and concealed. To solve this problem, mirusion detection system (IDS) can be used to monitor network
traffic. If it detects the presence of attack behavior in network tmific, it wall generate alarm or trigger other active
response measures, Snort is a widely used open source intrusion detection system "N,

Due to the diversification of attack tmffic, Snort detection rule set base becomes larper and larger. AL the same
time, the development of communication technology leads to the continuous growth of network bandwidth. These
reasons cause Snorl to face hupe challenpes and Snor needs more compuling resources o do intrusion detection on
networ traffie. If the traffic bandwidth exceeds the scope of Snort's detection capability, it will result in packet loss
and serious underreporting!?l, Therefore, it is of great significance to improve the performance of Snort intrusion
detection sysiem to meet the requirements of online real-time detection of high-speed network traffic.

1. Snort architecture and performance anal vsis
21 Architecture of the Snort intruston detection system

Snort is mainly composed of five modules, including Packet capture module (Snort DAGY), parsing module, pre-
processing module, detection engine and alarm output module P, Its architecture 1s shown in Figure 1.a,

|. packet capture module{Snort DACQE It s responsible for capturing packeis from the network card On the
underlying implementation, it uses the Libpcap library to capture packets B,

2. parmsing module: When Snort capiures packets, it decodes them according to the network protocol siack. Based on
link-layer protocol, packets are layered and decoded into packet data structures defined by Snort and then
prepared for subsequent detection processes.

3. preprocessing module: It funher processes the packet structures generated by the packet decoder so that the
packets data can be processed by the detection engine.

4. detection engine module: Snort does intrusion tmffic detection according to a series of detection rules, Each
detection rule s used to represent the characienstics of an intrusion raffic and the behavior triggered when a
packet matches the characteristics. It indicates that the packet is mtruding when it matches a rule, and then
inggers Snort’s alarm mechanism. The core of the detection engine 15 feature maiching, while the core of feature
matching & pattern matching, I8 underlying implementation is based on AC-BM algorithm and PCRE regular
expression enginel*l

5. alarm output module: It outputs the results of packet inspection by the detection engine 1o the log file, socket or
database inthe form of log or alarm.

---------- -
""""" B Kmord &

eessa Computer C Computer B
]
Computer A Switch
a b

Fig 1.{a) Snon's anchitectune; (b) network topelogy
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2.2 Snort performance testing and analvsis
To test Snort's alert rate agamst malicious traffic at different network speed. We designed the following
experiment. The network topology diagram is shown in Figure Lb.
Table 1 is the system confipuration of computer 4.

Tahle 1. System configuraiion of compuier A,

cionfiguration iems pErameer

CrU Inteel 0 Clores M) 15102 10U, 2. 15hz, 1 26 memory, $-core
NIC Imel Corporation 8254 5EM Gigabit Controller

008 and Limis kernel Cent8T 8, Linus kernel @ 3.1000-1127.19 LelT.x86_64
Snoat St v2.9.82, Snort DA v2106

Computer 4 has Snort installed. Computer B has TRex, an open source packet peneration and delivery tool from
Cisco that supports up 1o 200GHSs of raflic, Computer C has packet replay software installed for sending malicious
traffic. We choose including Eternalblue, Hearthleed dozens of typical malicious traffic. The packet capture module
for Short is sensitive 1o packet sizes. Packet capture rates of different sizes are different in high-speed network
traffic environment,. We chose the normal traffic including various packet sizes captured from real network
environment & the backeround traffic i order to keep the test a5 close a8 possible to the actual working scenario of
Snort, Background traffic transmission speed 15 adjusted by TRex and the sending speed of malicious traflic is
100kbfs, Fmally, background traffic and malicious traffic packets are mived 1o meach the network port Snort &
listening to. The Snort alarm rate under different background traffic speed is shown in Figure 2.a,

Through experiments, it can be known that with the increase of the background traffic sending speed, Snort
gradually produces false negatives. When the traffic rate reaches 480Mb/fS, the false negative rate 15 as high as
50.63%.

Packet capture module and detecton engine module 18 Snort pedormance bottlenecks, In high-speed network
emvimonment, Snort's data capture capability 5 insufficient and the detection engine cannot timely process captured
packets, resulting in a high alarm rate of omission, Therefore, the key to Snorl pedormance optimization s Lo
improve the speed of Snornt packet capture and pattern matching, Snont uses libpoap, a traditional packet capture
platform, to caplure packets by defult, It adopts the Limex kemel-based by pass mechamsm when capluring packets
and only caplures packets when the Linux kemel protocol stack processes the packets!® When a packet amives, the
network card transfers the packet to the receiving buffer of the network card driver through DMA. And then it
triggers a hard mterrupt to wake up the processor when the data tmmsmission ends. Packets are also filtered
according to filtering rules if a BPF filter is used. Then the network card driver sends the packet from the dnver
buffer to the kernel protocol stack buffer and then copies the packet to the upper application buffer!?,

It can be seen from the packet receiving process above that each received packet needs to trigger an interrupt,
Packets need 1o go through many memory copies and a long processing process before they are handed over 1o an
upper-level application. As network bandwidth moves from gigabits to mpabits, the system suffers from very high
hardware and sofl interrupts, system calls and context switches, and memaory copy overhead, which huns Snort's
ahility to capture packets. The key to mproving packet capture capability i {0 minimize UNNECESSAry MEmMOry copy
operation, reduce or avoid system call, improve the working mode of network card and minimize the impact of
interrupt on packet capturePl Snort also has several improved DAQ subtypes, such as Afpacket, NFQ, etc. But
when working under high-speed network traffic, packet 1oss is still serwons. To solve this problem, researchers have
proposed a variety of high-performance packet processing frameworks, such as PF_ring!¥, Intel DPDKF] e,
Snort detection engine uses AC-BM multi-pattern matching algorithm and PCRE regular expression engine for
pattern matching. This part is the core part of Snort, whose performance determines the performance of Snort,
Researchers have also proposed many mmprovement methods for AC-BM alporithm and PCRE repular expression
engine, Intel has developed a more efficient regular expression engine, Hyperscan, which can greatly improve the
speed of pattern matching and is widely used in IDS/IPS, DPI and other productsil,
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3. The optimization method of Snort

Through the analysis of the working principle of the Snort packet capture module and detection engine. We chose
o use DPDK o replace the Libpcap library to optimize the Snont datagram capture module and use Hyperscan o
optimize the Snort detection engine, The optimized Snon architecture 15 shown in Figure 2.b.

The alert rate of Snort at different network speeds .'.'::.'.'.'.':..
00 ferrtnses, | T T
a0 1 Pkt
Degoder
-
E w] |
7
=t = I't
E T4 _‘\-H.H- Pricissirs
& oo
54
an ileris loy diilen
v 100 200 ang 10 500 ' = L ossdiles ]

Network speed(Mb/ s)

a b

Fig. 2. {a) the alen rate of Snon a1 dif ferent network spead; (b) Snon archieciure affer optimized
4. Optimize Snort based on DPDK and Hy perscan
4.1, Optimize Snort packet capture modude with DF DF

In order to solve the performance defects of the tradibonal Data packet capture platform and release the Data
packet processing capability of multi-core 1A processors, Intel and other companies developed the Data Plane
Deselopment Kit (DPDK) for Intel processors and network cards. 1t provides Library functions and driver support
for efficient packet processing in wser space under 1A processor architecture, DPDE focuses on high-perfrmance
packet processing in network applications®], It works at the user level and can replace network packet processing in
traditional Linux systems, greatly improving packet processing power and throughput.

On the underlying mplementation, Snort no longer calls the libpeap library function directly for packet caplure
since version 2.9, but calls the encapsulated DAC) subtype function interface instead. Different DACQ) subtypes have
different usage scenarios and environments, You can specify the DAQ type with the DAGQ) parameter when Snor is
started. The Snort DAQ module 15 an abstraction layer independent of specific packet processing frameworks, It
defines a common program interface that s platform independent of packet processing. This allows us to add a new
DAQ subtype based on the DPDE implementation without changing Snort and other DAQ) subty pes codes.

Based on the DPDK functon mterface and Snort DAQ miedace specification, we have mmplemented
dpdk_daq_mitialize( ), dpdk_daq_filier (), dpdk_daq_aequire () and other functions, The function level diagram i
shown in Figure 3.

Finally, the dpdk _dag type was implemented and the Snort DAQ module was successfully modified through
compilation.
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4.2 Optimize the Snort detection engine using Mperscan

Hyperscan s an open source high-performance regular expression engine from Intel that is compatible with
PCRE regular expression syniax. Compared with PCRE, Hyperscan akes up more memory space while working,
but has a lower CPU util ization I'"l, With the PCRE regular engine, when the number of rules for Snort detection
erows lineary, the performance of the detection engine decreases linearly. Increasing the traffic raie of Snori's
listening network also worsens the performance degradation of the detection engine, This has led to Snort's high
filure rate in the face of high-speed network traffic and a high number of detection rules. In addition, using
Hyperscan for multi-string matching also provides a significant performance improvement over AC-BMI" The
Hyperscan team also has an open source paich file fr Snor. On top of that, we replaced the underlying AC-BM
algorithm and PCRE repular engine of Snort with a Hyperscan patch!", and recompiled Snort,

Tunction. nitialize the deviee for packet acquasition wilh AR AT LTI ILERL)
the supplied onfigumitan afpacket_daq_initialize(]

initializaf] ——— dag initializel) ipg dag initialize()

gpdk daq initialize!} ]

funetion: sel the modulo's BEF hased on the given sinng poap_dag met filter{)
set_filter(] — dag sec filter() afpacket_dag aet_flltes|
Lpg_daq set_filter{)

dpdk_dag s=t_filter(] i

function: gets b packet arsd calls the callhack: finction o process cach
cagrine d [muh.ﬂ e

Acquire | s—day acquite()

% poap_dagq_sacguirs(]
alpacket dag_acgulze (]

ipq dag acquire{)

...... dpdk_daq acquireq) ]

|-IJ||.'1i|I:1 Cither puhilic micrfee funetions. omif ki Ndﬁ_ddu_&bhﬁl_fuliﬂ {1
inbresfuction
gthae Finnf) ——#= daq oEHRE Fubed) afpacket_dag_other_fune()

ipg dag other func(]

dpdk_dag_other_funci(} ]

Fig. 3. Snomt DAL eommaon interface funetionlevel

As a result, we successfully optimized the Snort packetl capture module and detection engine using DPDE and
Hyperscan.

5. The experiment
Using the same experimental environment as the previous test of Snort performance, we designed two sets of

experiments o test the packet capture capability of Snort before and after oplinization and the omission rate of
malicious traffic respectively. We used DPDE v16.07 and Hyperscan v4.5.2 during optimeing Snorl.
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According to the research on the traditional packet capture mechanism, packel size has a great influence on the
packet capture module, In the experment, UDP packets of 64, 128, 256 and 512 ytes were selected, TRex is used
to adjust packet sending speed and number of packets to test Snort's packet capture capability, Packet capture rates
of different sizes before and after Snort optimization at 1000b/'s and 10000by's are shown in Figure 4.8,

Through experiments, it can be seen that Snort has a high packet loss rate for small packets in the case of high-
speed traffic without taking optimezation measures, As packet siees pet bigger, Snort's packet capture mte gradually
mcreases. When the DPDEK s used to optimize Snort packet capture modole, 100% packets can be captured at
1000Mbds. DPDE has significantly improved Snort's ability to capture packets,

In experiment 2, we tesied Snon's omission rate at different network speeds. The environment 18 the same as
before, The experimental results are shown in Figure 4.b,

Experimental results show that Snort has a sipnificant decrease in the false negative rate under the condition of
high-speed traffic after optimization,

A 1DMER At 1630MIE the alert rate of Snort before and after optimization
s it S i it "'"'_\:‘ T
i 7| W
£ i il
% _E E 0 s q\-._
- o _h ""-\.\I
P i e )
L [ Frkes aplaniiaian .\"
—— Abrr aplaviminn
! n
n Wi im B0 wl 10
oot iz Orpnés) Pocket s ibptes) netork speeds
a b

Fig. 4 (a) the packer capiure rate a1 different netwaork speeds before and after optinzat o (b) the alen rae of S non before and after oplinzation
6. Conclusion

This paper aims at the shortcomings of Snort in detecting high-speed network traffic online in real tme, We first
analyzed the overall Snort architecture, the performance defects of Snort packet capture module and detection
engine module, DAQ subtype based on DPDE 5 designed and implemented to improve Snort packel capture
capability. We optimized the Snort detection engine with the Hyperscan patch to speed up Snont feature matching,
The experimental results show that afler optimization, Snort's packet capture ability and detection rate of malicious
traffic under the condition of high-speed traffic are greatly improved.
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